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Overview of Wind ows Server 2008 R2 Hyper-6 A

Features

Windows Serveé®2008 RHyper\V builds on the architecture and feature set\Windows Serve®
2008HyperVu by adding multiple new features that significantly enhance product flexibilitye
adoption of virtualization in the enterprise has led to increased flexibility in deployment and life cycle
management of applications. IT professionals have deployed and used virtualization to consolidate
workloads reducing serveprawl Additionallythey can deploy virtualization with clustering
technologies to provide a robust IT infrastructure with high availability and disaster recovery. Even so,
customers are looking for higher flexibiligfindows Serve®2008 RHyperWu provides greater

flexibility with live migration Live migrationis integrated withWindows Serve®2008 RHyperVu and
Microsoft®@HyperVn Server2008 R2 With HyperWr live migration you can move running VMs from
oneHyperWn physicahostto another, without any disruptioror perceived lossf service IT
professionals are increasingly looking to use live migration to create a dynamiiesibte IT

environment which can respond to emerging business need& migration providethe core

technology required fodynamicload balancingvirtual machine (VMplacement highavailability for
virtualized workloads duringhysical computemaintenance and reducedlatacenter power
consumption.

Windows Serveé®2008R2HyperVu adds valuable new features to those provided by the first version
of HyperWu. For exampleby using live migratiom Windows Serve®2008 RHyperVu, running VMs
can be migrated from onphysical computeto another. $orage can be added or removed froa VM
while it is running In addition,Windows Serve®2008 RHyperVu takes better advantage gfhysical
computerhardware with greater processor support and deeper supporpforsical computer
hardware. This paper provides an overview of the newtfges in Windows Serv@2008 RHyper\Vu
and detailed information on live migration.

Dynamic VM storage

Windows Serve®2008 RHyperVu supports hot plugn and hot removal of storageBy supporting the
addition or removal oVirtual Hard Drive (VHDJ)ds and passhrough diskswhile a VM is running,
Windows Serve®2008 RHyperVt makes it possible to quickly reconfigure VMs to meet changing
requirements.This feature allows the addition and removal of both VHD files andthasggh disks to
existig SCSI controllers of VMs

Note: Hot add and removal of storage requires tHgperWu Integration Services supplied with
Windows Servé®2008 R2 to be installed in the guest operating system.

Enhanced Processor Support

Windows Serve®2008 RHyperVut supports up to 32ogicalprocessor coresThe increased processor
support makes it possible to run even more demanding workloads on a pimgdécal computeror
consolidate more workloads to a singlhysical computer
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Windows Serve®2008 RHyperVu also supportsSecond_evel Address Translation (SLATQ CPU

Core ParkingSLAT uses special CPU functionality available inphate¢ssors that support Extended
Page tables and AMD processors that support Rapid Virtualization Indexdiagy out sone VM

memory management functiortbat reducethe overhead of translating guest physical address to real
physical addresses. Thignificantly reduesHypervisor CPU time and ssmemoryfor eachVM,
allowing thephysical computerd do more work whilautilizing fewer system resource€PU Core
ParkingSy  6f Sa L2 6SNJ al gaAy3a o6& &OKSRdzsERUzoresandS E S Odzi A
placing the rest in a sleep state.

Enhanced Networking Support

In Windows Server 2008 R2 there #neee new netwaking features that improve the performance of
networking in the virtualization environmenSupport for Jumbo frames, previously available in-non
virtual environments, has been extended to be available in VMs feature enables virtual machines
to use Jumbo Frames up to 9014 bytes in size if the underlying physical network supp&upgorting
Jumbo frames reducdahe network stack overhead incurred per byte and increases throughput. In
addition, there is also a significant reduction of CPU utilization due to the fewer number of calls from
the network stack to the network driver.

TCP Chimnewhich allows the ofbading of TCP/IP processing to the network hardwhaes, also been
extended to work in the virtual worldTCP Chimneynproves VM performancby allowing the VM to
offload network processing to hardwarespecially with networks over 1 Gigabithis fature is
especially beneficial for roles involving large amaewfidatatransfer such as the file server role.

The Virtual Machine Queue (VMQ) feature allghysical computeNetwork Interface Cards (NICs) to
use DMA to place the contents of packeteedily into VM memory, increasing I/O performance.

Cluster Shared Volumes (CSV)

With Windows Servé®2008 R2HyperWu is able to use CSV storage to simplify and enhance shared
storage usage. CSV enables multiple Windows Servers to access SAN stbragéngie consistent
namespace for all volumes on all hosts. Multiple hosts can access the same Logical Unit Number (LUN)
on SAN storage. CSV enables faster live migrationeasierstoragemanagementor HyperWm when

used in a cluster configuratiorCluster Shared Volumes is available as part of the Windows Failover
Clustering feature of Windows Ser®@1t008 R2.

Live Migration

One of the moshighly anticipatechew features in Windows Sernv@2008 RHyperWu is live
migration The remainder of tts document describes thive migrationfeature ofWindows Serve®
2008 RHyperWi in detail including information on howve migrationmoves running VMsdescribes
several scenarios whefwe migrationis particularly usefuland therequirements ér implementinglive
migration
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Li ve Migration Overview

As stated earliedive migration is integrated with Windows Server 2008GHRRerVu and Microsoft®
HyperVWu Server 2008 R2. WithyperW live migration, you can move running VMs from digper
Vi physicahostto another without any disruption of service or perceiviavntime.

SinceHyperW live migrationcan move running virtual machines without downtinitewill facilitate
greater flexibilityand value
91 Provides better agility Datacenters vih multiple Hypervu physicahostswill be able to move
running VMsgo the bestphysical computefor performance, scaling, or optimal consolidation
without impacting users.
1 Reduces costand increase productivityDatacenters with multiplédyperVit physical hosts
will be able to servicéhose system# a more controlled fashion, scheduling maintenance
during regular business hours. Live migration makes it possible to keep VMs online, even during
maintenance, increasing productivity for both usargl server administratoratacenters will
be alsoable to reduce power consumption by dynamically increasing consolidation ratios and
powering off urusedphysical hostsluring times of lower demand.

Live Migration Compared to Quick Migration

Quick Migation is a feature of both Windows Ser@008HyperVu and Windows Serv@&2008 R2
HyperWi. Live migratiorand Quick Migration both move running VMs from digperVu physical
computerto another,the primarydifferenceis thatQuick Migratiorsaves, roves and restores a VM
which results in some downtimé&helive migrationprocess uses a differemiechanisnfor moving the
running VM to the newphysical computer This process will be explained in greater detail inlilkie
Migration Architecture sectia of this document Below is a summary of tHave migrationprocess:

1. All VM memory pages are transferred from thaurceHyperVu physicahostto the destination
HyperVWu physicahost While this is occurring, any VM modifications to its memory pages
tracked.

2. uPageghat were modified while step 1 wasccurringare transferred to thalestination
physical computer

3. The storage handle for the V@IVHD filesre moved to thedestinationphysical computer

4. Thedestination VM is brought online on the destinationHyperVu server.

Live migrationproduces significantly less dovimte for the VM being migratedThis makeé$ive

migratiors the preferred migration type when users must have uninterrupted access to the migrating
VM. Because éve migrationwill complete in less time than the TCP timeout for the migrating VM,
users will not experience any outage for the migrating VM during steps 3 and 4 of the migration

Note: Windows Serve®2008HyperVit supports Quick MigrationWindows Serve®2008 RHyperWn
supports both Quick Migration arivye migration

Live Migration Architecture
HyperWu live migrationis designed to move running VMs with no impact on VM availability to users
By precopying the memory of the migrating VM to tdestinationphysicahost, live migration
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minimizes the amount afansfertime of the VM Alive migrationis deterministic, meaning that the
administrator, or script, that initiates thelive migrationcancontrol which computer is thdestination

for the live migraton. The guest operating system in the migrating VM is unaware that the migration is
happening, so no special configuration for the guest operatingsyst needed.

Requirements

HyperWu live migrationhas very similar requirements téyperVu Quick Migréion. For organizations
already using quick migration, the shift to using live migrasibould besimple Thephysicahoststhat
will participate inlive migrationmust be configureavith MicrosoftFailoverClustering Servicess a
Failover Cluster anchust use shared storagén addition, thephysicahostsmust use the same
processor type For example, to uskve migrationto move a VM from onélyperVut physicahostto
another, bothphysicahostsmust use processor(s) from the same manufactuteshould be noted
that there are no differences istoragerequirements between Quick Migration and live migration.
Below is a complete list of the requirements fdyperVu live migration

1 HyperVu live migrationis supported orthe following editionf Windows Server 2008 R2:
0o Windows Server 2008 R2 x64 Enterpksktion
o Windows Server 2008 R2 xbétacenterEdition
Live migration is also supported on Microsiftypervn Server2008 R2.
Microsoft Failover Clustering must be configured omphilsical hostshat will uselive migration
Failover Clustering supports up to 16 nodes per cluster
The cluster should be configured with a dedicated network foditreemigrationtraffic
Physical hosservers must use a processor or processors fronstme manufacturer
Physical hostsust be configured on the same TCP/IP subnet
Physical hostmust have access to shared storage

=A =4 =4 =8 -8 -8 9

Recommendations and Notes:

1 A clustered shared volume is recommended for VM stoiagecluster where live migration will
be used.

1 Onelive migrationcan be active between any two cluster nodes at any tiffieis means that a
cluster will suppornumber_of_nodes/aimultaneoudive migratiors. For example, a X6ode
cluster will suppor8 simultaneoudive migratiors with no moe than onelive migrationsession
active from every node of the cluster.

1 A dedicatedl GigabitEthernetconnectionis recommended for théve migrationnetwork
between cluster nodes to transfer the large number of memory pages typical for a virtual
machine

1 The cluster configurations that have been validated by vendors can be thtmaghthe listings
in the FCCP program under the heading lo¢ Micrsoft Support Policy for Windows Server
2008 Failover Clusteet this URLhttp://support.microsoft.com/default.aspx?scid=kb;EN
US;943984

How Live Migration Works

Thelive migration process is designed to move a running VM from the sophgsicahostto a
destinationphysicahostas quickly as possiblé\ live migrationis initiated by an administrator through
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one of the methods listed belowThe speed at which the process completes is partially dependent on
the hardware used for the source adéstinationphysical computersas well as the network capacity.

There are three methods by whicHige migrationcan be initiated:
1 Using the Failover Cluster Management console, an administrator can inifisgeraigration
9 If Virtual Machine Managds managinghysical hostshat are configured to suppotive
migration the Virtual Machine Manageadministration console can be ed to initiate alive
migration
1 A WMI or PowerShekcript can be used to initiatelave migration

Any guest operating system supportedyperV will work with thelive migrationprocess
After alive migrationis initiated, the following process oars:

1. Live migration s etup
In the firststageof alive migration(Figure 1 below)the sourcephysicahostcreates a TCP
connection with thedestinationphysicahost This connection is used to transfer the VM
configuration data to thelestinationphysicahost A skeleton W1 is set up on thelestination
physicahostand memory is allocatetb the destination VM.

Configuration
Data

Figurel ¢ Live Migration Setup

2. Memory pages are transferred from the source node to the destination node
Inthe secondstage of dive migration(Figure 2 below)the memory assignetb the migrating
VM is copied over the network to ttaestinationphysicahost This memory is referred to as
the working set of the migrating VIVA page of memory é kilobytes in size.
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For example, suppose that a VM named MR 2 which is configured with 1024MB of RAM is
migrating to anotheHyperWn physicahost The entire 1024MB of RAM assigned to this VM

comprises the working set of NX\8YR2 The utilized pagewithin the NY&GVR2 working set are
copied to thedestinationHyperVu physical computer

In addition to copying the working set of NBRR2 to thelestinationphysicahost, HyperWu

on the sourcehysicahostmonitors the pages in the working set fdiYy CSVR2 As memory
pages are modified by NYSY/R2, they argacked andnarked asbeingmodifed The list of
modifiedpages is simply the list of memory pages M¥R2 has modified after the copy of its
working set has begun.

During this phase of thmigration, the migrating VM contiras to run. HyperWu iterates the
memory copy process several times, each time a smaller numbeodified pages will need to
be copied to the destinatiophysical computer

After the working set is copied to thaestinationphysicahost, the next stage of théve
migrationbegins.

Memory
Content

Figure2 ¢ Memory Pages Transferred

3. Cmemory pages are transferred
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Afinal memory copy process copies the remainmimgdified memory pages for NYEVR2 to the
destinationphysicahost The sourcehysicahosttransfers the register and device state of the
VM to the destinatiorphysicahost

During this stage of thive migration the network bandwidth available between tiseurce and
destinationphysical hostss critical to the speed of thiive migration For this reason] Gigabit
Ethernet is recommendedThe faster the sourcghysicahostcan transfer thanodified pages
from the migrating VMs working set, the more gkily thelive migrationwill complete.

It is important to note that the number of pages to be transferred in this stage is dictated by
how actively the VM is accessing anddifyingmemory pages. The mormodified pageshe
longer the VMmigration processvill beto allow for all pages to be transferred thet
destinationphysicahost.

After themodifiedmemory pages havieeencomplety copied to the destinationphysicahost,
the destinationphysicahosthas an ugo-date working set for N¥S8VR2 This means that the
working set for NY-SVR2 is present on tliestinationphysicahostin the exact state it was in
when NYESVRDegan the migration process

Note: The live migration process may be cancelled at any point before this stage of the
migration.
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Figure3 ¢ Modified Pages Transferred

4. Move the storage handle from source to destination

In thefourth stage of dive migration(Figured below), control of the storage associated with
NYGSVRZ2, such as any VHD filepassthrough disksis transferred to thelestinationphysical
host
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Source Host

Figure4 ¢ Storage Handle Moved

5. The VM is brought online on the destination server

In thefifth stage of dive migration(Figures below), the destinationserver now has the ujo-

date working set for NYX6VR2 as well as access to any storage used bpMREAL this point
NYGSVR2 is resumed
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6.

Source Host

Figure5 ¢ VM Resumed

Network cleanup occurs

In the final stage of Ave migration the migrated VM is running on thgestinationserver At

this point a message is sent to the physical network switch which causes itdarrethe MAC
addresse®f the migrated VM so that network traffic to and from N8€R2 can use the correct
switchport.

Thelive migrationprocess will complete in less time than the TCP timeout interval for the VM being
migrated TCP timeout intervals vary based on network topology and other faciidre following
variables may affectlive migrationspeed:

1

= =4 =4 =4

L i

The number ofmodified pages on the VM to be migratethe larger number ofmodified pages,
the longer the VM will remain in migratingstate

Network available bandwidth between source asektinationphysical computes

Hardware configuration of source ad@stination physical computes

Load on source andestinationphysicahosts

Available bandwidti{network or Fiber ChannebetweenHyperWn physicahostsand shared
storage

ve Migration Scenari os

HyperWu live migrationincreases flexibility for many apgditions and uses ¢dyperWu, but the
following usage scenarios are interestegamplesof howlive migrationprovides realworld benefits.
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Physical Computer Maintenance

Physical computesecurity updatessoftware servicing, and hardware maintenamee very significant
consideratiosin any server virtualization scenariBecause singlephysicahostrunningHypervu
can host multiple VMs, any downtime required to update fig/sical computecan affect all the VMs
running on thatphysical compudr. Becausehe security of the VMs running on thpdysical hosis
partially dependent on the security of thghysicaK 2 adpedaiing systemkeepingphysicahosts
updated and secured is especially important.

HyperWu live migrationbrings two primay benefits to the server maintenance scenariche ability to
migrate a running VM from ondyper+ uphysical hosto another with no downtime means that VMs
can be migrated away fromtypert mphysical hosbefore it isserviced After the physical hosis
servicedand possibly rebooted, VMs can be migrated back toptimgsical computer All of this can

happen with no impact on VM availabilityn addition, becausphysical hostaintenance can be

carried out with no impact on VM availabilithjs maintenance can occur duringprmalbusiness hours
Finally, becausklypert moperations includingive migrationcan be scripted using thdyperVQa 2 a L
interface, manyphysical hostnaintenance operations can be automateflystem management tools

that can make script or WMI calls, such as Microsoft System Center Configuration Manager, can be
configured to work witHive migration
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